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Fraud Detection and Defense in 
Non Profit Organizations



Major Reasons Why this 
Happens

• Lack of Board oversight
• Board competency issues
• Lack of balance of control

• Lack of Independent Review
• Not devoting resources to fiscal management

• “Alms” mentality that suggests that no one 
would steal from the poor box



Major Reasons Why this 
Happens

• Source of revenue from contributions that is 
harder to track

• Inadequate or no cash controls
• Lack of experience of “Mission managers” 

to manage the business
• Major Contributor influence:

• Management Selection
• Discipline



Major Reasons Why this 
Happens

• Rapid Organizational Growth
• Increased Complex Activities
• Inadequate Reporting
• System Death

• Old technology
• Poor security
• Stale features



Major Reasons Why this 
Happens

• Mission Drift
• Policy and Procedures breach
• Internal Control Failure
• External Control Failure
• Poor Executive Leadership
• Lack of Timely Board Actions



Major Reasons Why this 
Happens

• The employee commits it intentionally
• There is some underlying motive

• Feeling under-compensated
• Job pressure
• Harassment
• No promotional opportunities (not connected enough)
• Financial stress
• Addictive issues (drugs, gambling, etc.)
• Medical issues of family or self
• LIFESTYLE desires



Source:Association of Certified 
Fraud Examiners

Who Commits Fraud?

• 58% by employees (small dollar losses)
• 30% by managers (modest dollar losses)
• 12% by executive director/CEO (BIG $)
• The older the employee the larger the loss
• The more educated the employee the higher 

the loss



Types of Fraud

• Asset Misappropriation
• Cash, Purchasing schemes, Payroll padding, 

expense reports, and physical asset conversion
• Kickbacks, skimming and conflicts of 

interest
• Vendor/Supplier fraud

• Price gouging, failure to deliver goods, double 
billing



Source: Association of Certified 
Fraud Examiners

How Long Does This Go On?

• At least 13% go on for at least five years, 
some even more

• Median length is 18 Months
• Most are simple situations and yet less than 

4% are detected within the first month



Source: Association of Certified 
Fraud Examiners

How Do They Get Caught?

• Internal Controls 15.4%
• External Audit as part of the “normal” 

periodic audit process 4% to 11.5%
• Organizational Failure 45%
• Internal Audit 35%-40%



An Ounce of Prevention and a 
Pound of Defense

• It’s most likely happening right now and we 
don’t know it

• Staff changes and board makeup can 
increase the risk

• The annual financial audit is unlikely to 
catch anything

• Internal Controls and Internal Audit usually 
only identify small issues



An Ounce of Prevention and a 
Pound of Defense

• Defending the Integrity of the Organization
• Reputation Loss Risk is more costly than the 

financial loss
• Adopting a Comprehensive Approach 

throughout the organization
• Board Training

– Policies, Procedures, Practices of Management and Staff 
reports

– Roles and Responsibilities (fiduciary roles)



An Ounce of Prevention and a 
Pound of Defense

• Adopting a Comprehensive Approach throughout 
the organization (continued)
• Internal Financial Controls (Preventive and Defensive)

• Policies, audit, procedures, authorities, review, accountability, 
vendor support

• Departmental Participation
• Human Resources (identifying vulnerable employees)
• Computer system security (passwords, access hours)
• Building and offices security (locks, limited access)

• Officers, Directors and Employee Fidelity Insurance



An Ounce of Prevention and a 
Pound of Defense

• Adopting a Comprehensive Approach 
throughout the organization (continued)
• Simple things

• Independent Reconciliation of bank records
• Review of budget versus actual expenses

– Variation explanations
– Accountability

• Shifting responsibilities
– Mandatory vacations, days away



Leading By Example:
Executive Director/CEO Behavior

• Taking Action to discipline abuses
• Ethical Practices
• Reporting Results
• Communicating with Board/Staff
• Policy Compliance
• Integrity

• Not overriding approved procedures
• Validation of the process



Warning Signals for Board 
Members

• Late or Qualified Audits
• Inaccurate or missing monthly reports
• Executive Director/CEO lack of response to 

board requests for information
• Sudden requests for emergency loans
• Cancelled meetings due to lack of quorum
• Budget versus actual unexplainable 

variations



Fraud Detection and Defense in 
Non Profit Organizations

• One, Two, Three
• Comprehensive organization-wide system

• Financial Management Controls
• Inter-departmental Participation
• Leadership (CEO) Integrity

• Board of Director Oversight 
• Responsibility/Accountability understanding

• Watch Out for Warning Signs 


