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The global COVID-19 pandemic has caused unprecedented disruption and change in every
aspect of our lives. In spite of these changes, efforts to consider data governance frameworks for
the United States (U.S.) appear even more relevant.

Since early 2019, the Federal Reserve Bank of San Francisco has engaged in focused research to
understand data as a complex policy area, with a particular focus on the potential roles of
individuals in the data ecosystem. This effort has culminated in the white paper, “The Role of
Individuals in the Data Ecosystem: Current debates and considerations for individual data
protection and data rights in the U.S.” The majority of the paper was completed prior to the
COVID-19 crisis therefore considerations relative to the pandemic are not explicitly addressed.
Despite this, many of the data governance concepts that are presented for consideration and
discussion remain directly relevant.

To contain the spread of the virus, public health officials have indicated that it is essential to track
infected, and potentially exposed individuals.! Technology, and the collection and use of data, can
facilitate this, but it can also expose individuals to privacy and security risks both now and in the
future. Many countries are using mobile phones, and mobile phone applications, to gather a
range of data including GPS locations, phone-to-phone proximity, and individual daily health
status.? The full impact of these data activities is still unknown, however two essential challenges
have already surfaced that underscore issues and concepts raised in the paper.

The first challenge is that for both digital contact tracing and the reporting of health status, it is
more effective® if a majority of the population participates. Unfortunately, many Americans
report that they are unlikely to voluntarily take part in this kind of data collection.* This
tension highlights the larger issue raised in the paper, of when individual rights around data,
such as consent to collection, could come into conflict with other policy goals.

The second challenge that has surfaced thus far is that the information being collected and used
in the pandemic response is particularly sensitive, such as health status, and can be challenging
to anonymize, or disassociate from specific individuals.®> This second challenge underscores the
importance of strong data protection requirements across entities that incorporate both
cybersecurity and internal conduct expectations, a concept raised in the paper.
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To facilitate the economic response to the pandemic there has been a clear and pressing need to
make data available quickly and securely for consumer authentication and loan underwriting.
Furthermore, COVID-19 has highlighted the importance of effective digital infrastructure to
facilitate economic responses such as stimulus payments to individuals, and to enable
increasingly digital lives. Unfortunately, these needs have exposed a lack of standards and
processes for sharing information, and the limitations of aging technical systems.? The value of
data portability processes, as well as adequate infrastructure, are also issues raised in the paper.

Currently, there are not standardized systems and policies in the U.S. for moving data quickly and
securely between diverse financial service providers in order to facilitate activities such as lending
and payments. The paper delves into the potential of data portability as right for individuals, as
well as the value of consistent and secure systems to facilitate such a right.

During the COVID-19 crisis there have been reports of individuals, primarily in rural and
marginalized communities, that do not have the internet access or computing resources
necessary to work or attend school remotely.” As lives become increasingly digital it is essential to
consider how the U.S. will create, update, and maintain adequate digital infrastructure for
everything from baseline needs such as internet access, to more complex systems such as
facilitating payments. The importance of digital infrastructure to support both data rights and
data protection is emphasized in the paper.

In addition to the issues and concepts raised in the paper, COVID-19 raises additional questions:

Where does increased data collection have the greatest opportunity to help? There is limited
evidence that using data to monitor locations or proximity at the individual level is effective at
identifying those who may have been exposed to the virus, compared to traditional contact
tracing.® More work is needed to determine which types of data are actually necessary and

effective.

Which entity/entities will be doing the actual data collection, and for what purpose?
Currently, the most important consideration is determining which entities have the capacity to
engage in these activities immediately and securely. For the U.S. that capacity rests largely in the
private sector. Unfortunately, today there are limited avenues to hold private companies
accountable for data security and conduct.

What rights will individuals have relative to data collected and used during the pandemic?
This pandemic highlights the tension between individual agency and broader societal needs. An
important distinction can be made between limiting choices now, and still providing them in the
future. There may be opportunities to provide individuals with rights that can enable them to
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review data collected and take actions—such as having data deleted—at a later date, even if
those options are not available today.

How do we build data systems for the crisis that can be monitored, and reconsidered after it
is over? The data systems that are built to deal with the pandemic today do not necessarily need
to define U.S. data governance in the future. Once the pandemic has subsided, the country can
hopefully learn from these crisis efforts, as we endeavor to make changes and build more
permanent governance frameworks. Some companies® have already developed voluntary data
conduct guidelines for the pandemic, and these standards, along with consistent security
approaches could be used as starting point for future systems.

While data governance may understandably be a lower priority when lives are at risk, using data
for the benefit of citizens and to help the U.S. weather this pandemic can happen in tandem with
individual data protection and data rights!°The country has an opportunity to examine the role
of data under these current challenging circumstances, even as it assembles guardrails and
infrastructure that can help respond more quickly and confidently in the future.
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We are living in a time of immense technological change, driven in part by our ability to capture
data, convert it into new information, and use that information to inform decision-making,
automate activities, and develop new products and services. This use of data, and the insights
that it can provide, are impacting every aspect of our lives.

Today, information is fueling massive business growth and helping individuals by enabling more
personalized experiences, providing visibility into complex relationships such as financial services
and health, and aiding in decision-making."

Unfortunately information is also used to manipulate actions, exploitatively target people,
discriminate on improper grounds, and open once intimate spaces up to unforeseen dissection
and analysis.? These benefits and risks are increasing as more data are collected and used,”™ and
they directly affect every person in the U.S, and therefore the country as a collective whole. The
global COVID-19 pandemic has further emphasized this tension. As society seeks new ways to
track and monitor the virus, and as even more daily activities become digital, concerns around
privacy and data security continue to grow.

A range of stakeholders and policymakers are acknowledging the need to more proactively
balance the benefits and risks of this data explosion,”* and there are robust conversations
occurring across the country around the potential for improving and expanding U.S. data
governance regimes.”

Terms such as “control”, “choice”, and “ownership” over data are increasingly being used to
describe the roles that individuals could play in this ecosystem. These words underscore a shared
acknowledgment that there is inherent value in individuals playing a role relative to data, but a
fundamental question remains around what type, and what amount, of individual management
is actually reasonable to expect in such a large and technically complex ecosystem. There are
also questions regarding what needs to change within technology systems to make
management choices and control truly meaningful.

Currently, information related to each of us is constantly collected and used, and there is often
little we can truly do about it The most meaningful action that individuals can take around data
today may be to avoid using digital services at all. However, this potentially cuts people off from
the benefits of personalization, improved efficiency, and necessary activities such as school and
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work” Individuals themselves are increasingly aware of this reality, and report feeling a lack of
both protection and control with regard to data, while still acknowledging the value of
information for creating innovative products and services.”®

Creating a U.S. data governance regime that more deliberately balances benefits and risks and
creates an enhanced role for individual choice and autonomy is an exciting proposition and may
be more necessary than ever,” but it is also uniquely challenging. This kind of undertaking would
affect individuals and businesses across the county, and requires careful consideration of issues
concerning privacy, cybersecurity, innovation, inclusion, domestic competition, international
trade, and more.?®

The Federal Reserve Bank of San Francisco (SF Fed) has undertaken research, policy analysis, and
stakeholder outreach throughout 2019 to help provide a nuanced and neutral perspective on the
issues described above, with a particular focus on the potential roles of individuals themselves. It
is the goal of this paper to help examine the complexity of data as a policy area and offer
data governance concepts for consideration and further discussion. Another contribution of
this work is to offer consistent terminology that can be used to describe data governance goals
moving forward.

This research builds upon a number of public and private efforts that have offered commmon
principles for data governance, including work from the Consumer Financial Protection Bureau
(CFPB),? the American Law Institute (ALI),?? the Financial Health Network,?? the Consultative
Group to Assist the Poor (CGAP),?4 the World Economic Forum (WEF),? and others.?® Of particular
importance to this work was a symposium hosted by the SF Fed and FinRegLab, a nonprofit
innovation center that tests new technologies and data to inform public policy and drive the
financial sector toward a responsible and inclusive financial marketplace. This symposium,
entitled, “The Role of Consumers in the Data Ecosystem” took place on November 4 - 5, 2019.77
The event provided a forum to test and refine some of the ideas considered as part of this
research. While the Symposium contributed to the concepts in this paper, the detail and analysis
stand alone as a larger project.

The analysis and recommendations presented in this paper should not be interpreted as
opinions of symposium partners, advisors, or participants, reviewers of this paper, the Federal
Reserve Bank of San Francisco, or the Board of Governors of the Federal Reserve System.

This paper contends that while control over data has the potential to empower individuals and
create new benefits, that concept alone cannot address the full range of challenging, and
intersecting policy issues that the data ecosystem gives rise to.
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The paper is presented in two parts. Part 1is intended to unpack and analyze many of the key
debates and challenges that have been raised relative to individuals' role in the data ecosystem.
Based on the analysis in each section, key takeaways are offered that focus on benefiting and
protecting individuals, while highlighting particular legal and technological complexities to
keep in mind.

It is easy to say we should “own” data about ourselves, but creating legal and administrative
structures for individual “ownership” of data would be exceptionally complex. Furthermore, an
ownership framework that treats data primarily as a commodity, or in monetary terms,
could have negative consequences for other policy goals. A shift is proposed away from the
framing of “ownership”, and instead towards a broader concept of “data rights”.

Notice and consent regimes are broadly used in the United States to give individuals a role
relative to data, but given the compilexity of technology and the volume of digital interactions
today, it places too heavy a burden on individuals to protect themselves. This regime is
profoundly broken and there are significant challenges to improving it. One potential approach is
to move away from detailed consent and introduce a “legitimate purpose” requirement across all
data activities. To meet a legitimate purpose requirement, data activities would need to be
necessary for the product or service requested, and not be harmful to the individual.

The benefits and risks of data collection, processing, and use occur differently across diverse
populations and therefore data protection and data rights will impact individuals differently.
More research is needed to understand the needs and preferences of diverse populations relative
to data, and to explore systems that could customize experiences and reduce management
burdens across individuals. A particular focus on populations already under-represented in the
design of, and access to, digital technology is especially warranted.

There are a multitude of policy goals that interact with data and information. Siloed approaches
to data governance that focus only on one policy objective may inadvertently interact with other
goals and considerations. A multi-disciplinary, multi-sector approach to the creation and
implementation of data governance can help reveal and address these policy intersections.
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U.S. laws that include data governance elements can yield important lessons about the
effectiveness of particular approaches and where changes may be warranted in policy design
and implementation going forward. There are gaps in protection and confusing overlaps
across current U.S. data governance laws. A broad, baseline approach to data governance
could help address these issues. There is also the potential to accomplish shorter-term
improvements while larger structures are developed.

Part 1 seeks to demonstrate that while agency is important to respect the dignity and diverse
needs of individuals, there are limitations to individual data control as a tool given the complexity
of digital interactions today, and in light of other policy considerations. Part 2 of this paper strives
to address these tensions through a two-sided data governance framework that includes both
individual data protection and individual agency through active data rights. The scope of this
idea is broader than any current Federal, State, or sector-based regulation, and is intended to be
a conceptual design that can serve as a base for further refinement and adaptation.

It is challenging, and maybe impossible, to quantify the exact risk that data can pose to
individuals. Harm from data can come from external attacks or internal misuse of data by
companies. Entities that use data, and how those data are used, blend across traditional sectoral
and regulatory boundaries, and techniques used to “de-identify” data in order to protect
individuals are largely ineffective. To address these realities, a comprehensive data protection
structure is proposed that would apply to all entities that collect, process, and use data. This
structure would specify both security and conduct standards, such as a legitimate purpose
requirement, and would extend protections to cover “de-identified” data. The goal of this
proposal is to create a clear, navigable, and baseline ecosystem for all entities, and to enable the
subsequent active data rights framework. An essential premise of individual data protection is
that individuals should not need to take any affirmative actions, or exercise any ‘rights’, in
order to experience data protection.

Building upon the foundation of individual data protection, enabling individuals to directly act on
information related to them can improve well-being, and may stimulate innovation, inclusion,
and competition across markets. However, those considerations must be balanced with other
social and policy goals, and an acknowledgment of how active data management on the part of
individuals could create new cognitive, time, and resource burdens. To address these
considerations a bundle of active data rights is proposed that is structured into tiers that
vary the rights available to individuals across circumstances. Certain rights are foundational
and apply across all situations, and others vary based on the intellectual property that entities
contribute, how close data activities are to the original legitimate purpose of collection, and the
risk of certain data and data formats.
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Figure 1. A Spectrum of Data Rights

The pyramid base applies more broadly, while the availability of rights is reduced in subsequent
tiers to account for other policy considerations.

Compensation for Data

Granular Consent

Deletion

Portability and Exportability

Simplified Consent, Consent
Revocation, and Correction

Individual Data Protection
and Transparency

While a broad framework for individual data protection and active data rights can help change

the current data landscape for individuals and businesses, there is also a need for new market-
based innovation and business design that can support these data governance structures.

Ideally governance structures can both incentivize these evolutions, and benefit from them.

Across all of the analysis and ideas presented in this paper, there are common barriers to
achieving broad changes to data governance: (1) complexity across current and future systems,
(2) tensions with existing law and precedent, and (3) limitations to what technology can
accomplish for data management today. Because of this, more collaboration and research are
needed across all of the elements of individual data protection and active rights described in this

paper.

This paper, and the concepts within it, are intended to stimulate conversation and provide a
forward-leaning set of ideas to be vetted and refined collectively. The SF Fed looks forward to
continuing to explore the potential for broad data governance in the United States.
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