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contribute, how close data activities are to the original legitimate purpose of collection, and the 

risk of certain data and data formats. 

Figure 1. A Spectrum of Data Rights 

The pyramid base applies more broadly, while the availability of rights is reduced in subsequent 
tiers to account for other policy considerations. 

TECHNOLOGY AND BUSINESS MODELS TO SUPPORT INDIVIDUAL DATA RIGHTS 

While a broad framework for individual data protection and active data rights can help change 

the current data landscape for individuals and businesses, there is also a need for new market

based innovation and business design that can support these data governance structures. 

Ideally governance structures can both incentivize these evolutions, and benefit from them. 

Across all of the analysis and ideas presented in this paper, there are common barriers to 

achieving broad changes to data governance: (l) complexity across current and future systems, 

(2) tensions with existing law and precedent, and (3) limitations to what technology can

accomplish for data management today. Because of this, more collaboration and research are 

needed across all of the elements of individual data protection and active rights described in this 

paper. 

This report, and the concepts within it, are intended to stimulate conversation and provide a 

forward-leaning set of ideas to be vetted and refined collectively. The SF Fed looks forward to 

continuing to explore the potential for broad data governance in the United States. 
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Figure 5. A Data Governance Framework 

A summary of how the data rights pyramid could be used in tandem with other considerations 

around data type, data purpose, and data sensitivity. 

TIER6 

Compensation for Data 

TIERS 

Granular Consent 

TIER4 

Deletion 

TIER3 

Portability and Exportability 

TIER2 

Simplified Consent, Consent 
Revocation, and Correction 

TIERl 

Individual Data Protection 
and Transparency 

1--------- Data Sensitivity Categories --------1 

Data Types 

More Sensitive 

Identifiable or high
risk data 

Less s,ensitive 

Permanently de-identified 
and low-risk data 

Primary Purposes: Necessary for the product or service, legal requimments 

Provided and collected data 

Inferred data 

Trained algorithms 

Tiers 1 - 3, 4* 

Tiers 1 - 2, 4* 

Tiers 1 - 2 

Tiers 1 - 2 

Tiers 1 - 2 

Tiers 1 - 2 

Secondary Purposes: Product Improvements, unnecessary partner t1ransfers 

Provided and collected data 

Inferred data 

Trained algorithms 

Tiers 1 - 5 

Tiers 1 - 2, 4 • 5 

Tiers 1 • 2, 4 - 5 

Tiers ·1 • 2, 5 

Tiers ·1 · 2, 5 

Tiers ·1 • 2, 5 

Tertiary Purposes: Marketing, downstream monetization 

Provided and collected data 

Inferred data 

Trained algorithms 

Tiers 1 · 6 

Tiers 1 - 2, 4 - 6 

Tiers 1 - 2, 4 - 6 

Tiers 1 · 6 

Tiers 1 •· 2, 5 • 6 

Tiers 1 ·· 2, 5 - 6

•£ntlrles uphold the deletion right unless chere 1s a legal requirement ro maintain che data. For example for mx reporting, BSA/AML o-:,mpllonce, a courrorder. ere.. 
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